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Executive summary

This paper is for BlackBerry customer and ISV partner development managers and
developers. The paper assesses the impact of on BlackBerry Dynamics applications of iOS
11 with Xcode 9 and Android 8 (code named “0”) operating systems.

The paper includes a release-by-release walkthrough through of the required code changes
in reverse chronological order since the SDK updates for iOS 10 and Android 7 ( code
named “N”) in 2016. In addition, the paper provides analysis, recommendations, and
requirements about new features and their effect on the BlackBerry Dynamics Software
Development Kit (SDK) version 3.3.

Note: Upgrades to the BlackBerry Dynamics SDK version 3.3 are required for the following
reasons:

e Android 8: It is critical that enterprises and developers update to BlackBerry
Dynamics SDK for Android version 3.3. Because of a change in Android background
services, apps built with earlier versions of the SDK will not run reliably on Android 8.

e i0S 11: It is mandatory that enterprises and developers update to BlackBerry

Dynamics SDK for iOS version 3.3. Apps built with earlier versions of the SDK run
the risk of data leaks in some use cases.

e The same requirements apply to the BlackBerry Dynamics SDK for Cordova version
3.3, which is based on the SDK.

e The same requirements apply to the BlackBerry Dynamics Bindings for
Xamarin.Android and Xamarin.iOS version 3.3, which is based on the SDK.

To upgrade to the compatibility release, BlackBerry Dynamics SDK version 3.3, no code
changes are required.

BlackBerry strongly urges you to upgrade to the latest release of the BlackBerry Dynamics
SDK.

Both Apple and Google place day-one readiness requirements on app developers.

e Developers must publish versions of their apps that are ready for the new OS before
its release.

e Thisis made possible by the release of a final AP/ SDK for Android, and a Gold
Master for iOS before the public OS releases.
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Background: BlackBerry Dynamics compatibility program
BlackBerry Dynamics has a general approach to compatibility with new versions of

operating systems and app developer tools

The following points describe the program.

o New versions of operating systems generally include:
o New operating system (OS) binary (for example, kernel, firmware, or other)
o New versions of build tools, or even new tools
o New features

e The program recognizes different levels of compatibility:

1. Readiness
. Tool compatibility
3. Feature utilization. The SDK excludes support for features that are either not
possible or of questionable security, in particular Android 8’s data leakage

prevention (DLP).

“Readiness compatibility” means:

o BlackBerry Dynamics apps can be built with the old tools for the OS and run
on the new binary. This could be a binary on a simulated device or a binary
that has been installed on a physical device.

o BlackBerry Dynamics apps don’t crash on the new OS binary in
circumstances in which they didn’t crash on the old OS binaries.

o There are no new security flaws in BlackBerry Dynamics when run on the new
OS binary.
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Code changes from BlackBerry SDK 3.2 to BlackBerry
SDK 3.3 readiness

Here are details of required code changes for upgrades to BlackBerry Dynamics SDK 3.3
release.

Note: No code changes are required to upgrade from version 3.2 to version 3.3.

If you are on an earlier SDK version or have questions, contact the ISV Technical Team at
https://community.blackberry.com/community/gdn/partners/engagement-request.

Good Control or UEM versions: no upgrade needed
No upgrade of either BlackBerry UEM or standalone Good Control is required.

Required versions of tools, libraries, and IDEs

Android
Required or suggested versions are as follows.

BlackBerry Dynamics Handheld Library minimum APl level: 19
BlackBerry Dynamics Wearable Library minimum API level: 20
Supported CPU Architectures

=  ARMv7/
= ARMv8
= X86

Android Wearable dependencies
= Google Play Services 9.1.2
= Android Wear Emulator APl level 22

The following values specified in /sdk/libs/handheld/gd/build.gradle are recommended.
Other versions of tools will work; however, BlackBerry Dynamics library gradle files might
need to be updated accordingly.

= com.android.tools.build:gradle:2.1.0

= compileSdkVersion 24

= buildToolsVersion "25.0.3"

= Suggested Version of Android Studio: 2.2

= Character encoding for project files: UTF-8

Approved - Approved Third Parties.
Content and software are subject to change.
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10S
Required versions are as follows.

= Development environment:
= Xcode 9.0
= {OSSDK9.0or later
=  Required frameworks:
= |ibstdc++.6.0.9
= libz
=  MessageUl
= LocalAuthentication
= SystemConfiguration
= MobileCoreServices
= CoreTelephony
= CoreData
= Deployment target: iOS 8 or later

BlackBerry Dynamics SDK 3.2 to 3.3, August/Sept 2017

Android
Developers of BlackBerry-Dynamics -SDK-based apps for Android must set the project’s

buildToolsVersion=25.0.3.
BlackBerry Dynamics SDK for Android to 3.2, April/July 2017

Android

e Required: Minimum API Level 19 As previously announced, Android APl Level 19 is
now the minimum supported level, replacing APl Level 14. If your application relies
on any lower minimum API Level, you must update it as part of integrating the latest
the BlackBerry Dynamics SDK.

e Required: isUsingDataPlan and other APIs now removed The following APIs were
deprecated in 2016. They have now been removed from the BlackBerry Dynamics
SDK: | GDAndroid.isUsingDataPlan | GDAppEventType.GDAppEventDataPlanUpdate
| GDStateListener.onUpdateDataPlan You must remove any references to these APIs
from your application.

Approved - Approved Third Parties.
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i0S

The following APIs were deprecated in an earlier release. They have now been removed from
the BlackBerry Dynamics SDK. You must remove any references to these APIs from your
application.

GDiOS.initializeWithClassNameConformingToUIApplicationDelegate
e (GDiOS.initializeWithClassConformingToUIApplicationDelegate

e (GDiOS.isInitialized

e (GDiOS.isUsingDataPlan

e GDAppEventType

e GDAppEventDataPlanUpdate

GDiOS.isUsingDataPlan - Deprecated API

/** Check whether the application is using a data plan for split billing
* (deprecated) .

* \copydetails ssGDRunTimeIsUsingDataPlan

*/

+ (BOOL) isUsingDataPlan ;

GDiOS.islnitialized - Deprecated API

Initialization is now automatic and this function is no longer required.

** Get the BlackBerry Dynamics interface object's initialization status
(deprecated) .
@deprecated This function has been deprecated and will be removed in a future

@return \ss_true always.
/
(BOOL)isInitialized ;

/
* release.
+
GDiOS.initializeWithClassNameConformingToUlApplicationDelegate Deprecated API
Resource allocation is now automatic. This function is no longer required.

/** Enable early authorization by specifying a class name (deprecated).
@deprecated This function has been deprecated and will be removed in a future
release.

*
*
*
* @param applicationDelegate <tt>NSString</tt> containing the name of the
* application class that conforms to <tt>UIApplicationDelegate</tt>.

*

/
+(void)initializeWithClassNameConformingToUIApplicationDelegate: (NSString*)applicationDelegate;

GDIOS.initializeWithClassConformingToUlApplicationDelegate - Deprecated API
Resource allocation is now automatic. This function is no longer required.

/** Enable early authorization by specifying a class (deprecated).
* @deprecated This function has been deprecated and will be removed in a future
* release.

Approved - Approved Third Parties.
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*

* @param applicationDelegate The application <tt>Class</tt> that conforms to

* <tt>UIApplicationDelegate</tt>.

*/

+(void)initializeWithClassConformingToUIApplicationDelegate: (Class<UIApplicationDelegate>)applicationDelegate;

BlackBerry Dynamics SDK 2.4 to i0S 10 and Android, Aug/Dec 2016

Android and iOS - Deprecated API getGDAuthToken removed
The getGDAuthToken API, which was previously deprecated, has been removed from the
BlackBerry Dynamics SDK. Instead, use form of call with server name:

getGDAuthToken (final String challenge, final string serverName, final GDAuthTokenCallback callback)

Android: Deprecated API

public void getGDAuthToken (final String challenge, final GDAuthTokenCallback callback)

Use the following APl instead:

public void getGDAuthToken (final String challenge, final String serverName, final GDAuthTokenCallback callback)

i0S: Deprecated API

- (void)getGDAuthToken: (NSString*) challenge;

Use the following APl instead:

- (void)getGDAuthToken: (NSString*) challenge serverName: (NSString*) serverName;

i0S only

e Required: Discovery scheme .sc must be removed The discovery scheme .sc in your
Info.plist was formerly needed for certain types of communications but has not been
needed for many releases. It is not required. You should remove it from your project
definitions

e Installation directories:
New location of installation directories and templates: ~/Library/Application
Support/BlackBerry/Good.platform/iOS

e Formerly deprecated GDSecureDocs now removed The GDSecureDocs API, which
was previously deprecated, has been removed from the BlackBerry Dynamics SDK
for iOS.

BlackBerry Dynamics SDK 2.3 to 3.1, Dec 2016: no changes
No changes required.
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Reference Documentation

For new APIs replacing deprecated or removed APIs discussed here, see the reference
material available as follows:

e Development Guides for all platforms: http://help.blackberry.com/en/blackberry-
dynamics-sdk/current/

e SDK programming references:

o Android: https://community.blackberry.com/view-
doc.jspa?fileName=index.html&docType=android

o i0S: https://community.blackberry.com/view-doc.ijspa?fileName=index.html

Approved - Approved Third Parties.
Content and software are subject to change.
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Analysis: BlackBerry Dynamics SDK version 3.3
readiness foriOS 11

The following changes in iOS 11 have been identified as significant to the BlackBerry
Dynamics SDK.

« Drag and drop interactions between apps, on iPad devices.

o Shared datais leaked data, same as it is for Android.

e Changes to the native pasteboard programming interface, which could be related to
the previous change.

o Theintentionis to accommodate these changes in the 3.3 SDK. At time of
writing, it isn’t clear that this can be delivered. Different iOS beta versions
seem to have different implementations.

e Password AutoFill with Touch ID.

o More shared data.

o Updates to App Transport Security (ATS) and HTTP session capabilities.

o Thisincludes changes to supported cyphers and signing algorithms, and
changes to the native NSURLSession programming interface.

o Investigation has concluded. A number of possible future features have been
defined that would support aspects of ATS in BlackBerry Dynamics. No
changes in the 3.3 SDK.

iI0OS 11 inter-app drag and drop

Here is the documentation of this feature on the Apple developer website:
https://developer.apple.com/documentation/uikit/drag and drop?language=objc

The BlackBerry Dynamics version 3.3 for iOS will block this feature because it represents
data leakage. Earlier versions won’t block it, so enterprise data will be liable to leak if this
feature is used.

A future version may secure this feature if a method to do so is discovered. For example, the
method might be to intercept and encrypt the data in motion with a key shared only by
BlackBerry Dynamics apps activated by the same end user. This is how data on the
clipboard is secured. At time of writing, no such method has been discovered.


https://developer.apple.com/documentation/uikit/drag_and_drop?language=objc
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File drag and drop

A related new feature is File Drag and Drop. One app can receive files from another. The app
developer must write code to support File Drag and Drop, which isn’t the case for plain Drag
and Drop. File Drag and Drop is in a similar area to the Document Extension.

The BlackBerry Dynamics SDK for iOS version 3.3 won't block File Drag and Drop. It is
implicitly not possible to utilize the feature directly from the secure file system.

A future version may secure this feature and enforce DLP policies on its use.
I0S 11 password autofill

There is a demonstration of this feature on the Apple WWDC 2017 site here:
https://developer.apple.com/videos/play/wwdc2017/206/

The BlackBerry Dynamics SDK for iOS version 3.3 will block this feature because it
represents data leakage. Earlier versions won't block it, so enterprise data will be liable to
leak if this feature is used.

Use cases and future features

A number of use cases for Password AutoFill can be imagined but not all are supported at
time of writing, as follows.

o Credentials entered in Safari then used in an app is supported.
o Credentials entered in an app other than Safari and then used in another app isn’t
supported.

If the app-to-app use case is supported (for example, in a later version of iOS), and a way
can be found to intercept credentials, then it might be possible to make a secure version in
BlackBerry Dynamics.


https://developer.apple.com/videos/play/wwdc2017/206/
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Analysis: BlackBerry Dynamics SDK readiness for
Google Android 8

New features in Android 8 are categorized as significant or less significant.

Most significant new Android 8 features
The following changes in Android 8 have been identified as most significant to the
BlackBerry Dynamics SDK.

« Android background services are now liable to be terminated by the operating
system when the app is running in the background. BlackBerry Dynamics relies on
background services not being terminated, which is now a critical defect.

o BlackBerry Dynamics will remove its reliance on background services not
being terminated. See below for more details.

« The scope of the Android ID value is being reduced from device-level or user-level,
to app-level. Different apps running on the same device will receive different Android
ID values. Android ID is one of the factors that can be used to generate the
BlackBerry Dynamics device identifier.

o BlackBerry Dynamics will change to generate a device identifier for Android in
a different way. This is a major change.

« WebView rendering will take place in what is being called an isolated process.

o Thereis noimpact on the general operation of WebView controls in
BlackBerry Dynamics apps, including Cordova apps.

o Thereis some new diagnostic information that will be useful for the 3.3 SDK
runtime to log.

o Data for rendering (for example, HTML and CSS) is sent in the clear by inter-
process communication (IPC) from an app process to the WebView rendering
process. IPC goes via the Android kernel. In theory, on a rooted device, an
attacker could replace the kernel, intercept IPC, and obtain or modify data
rendered in a WebView. BlackBerry Dynamics root detection protects against
this attack.

The new diagnostic information will be logged but there are otherwise no changes in
the 3.3 SDK for the new WebView. In the future, the protection of IPC data in motion
will be improved.

e There are new user interface features for sharing data between apps.
o Shared data is leaked data.
o Discussed in more detail under Data Leakage, below.



2= BlackBerry.

o Multi-Display support, which is an advance on multi-window support.

o Multi-window supports several apps running in foreground at once, for
example on a larger display attached via a docking station like Samsung DeX
Station.

o Multi-window doesn’t support multiple active displays. In the docking station
example, when the device is docked, its display switches off and apps run on
the larger display instead.

o Multi-display supports multiple active displays.

o Multi-window support was new in Android 7. Multi-display support is new in
Android 8 and isn’t used by any current products.

o Google has stated that apps that can run in multi-window mode will also run in
multi-display mode.

Less significant Android 8 features

The following changes in Android 8 have been identified as less significant to the BlackBerry
Dynamics SDK.

e Withdrawal of SSLv3.

o BlackBerry Dynamics doesn’t rely on the native SSL/TLS stack.

o Picture-in-picture for all devices, not just Android TV. This means that two apps can
run in foreground on a smartphone or tablet at the same time.

o This has been tested with BlackBerry Dynamics:

= Theidle timer was still applied.
= The screen capture prevention policy was still applied.

o It’'s possible to drag and drop between the two apps that are on-screen, but
this isn’t a new feature for Android. Secure drag and drop is already supported
by BlackBerry Dynamics for Android.

o Updates to strict mode compilation checks.

o The BlackBerry Dynamics runtime library will be updated to pass the new
checks.

« Downloadable Fonts are not a concern.

Also, the need for a number of miscellaneous updates was discovered during testing of
BlackBerry Dynamics on Android 8. These are coding changes and aren’t detailed further in
this briefing.
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Limitation in Android background service

The Android operating system supports background and foreground services for apps. This
briefing refers to these capabilities only in their relationship to BlackBerry Dynamics and
doesn’t describe them in detail.

On devices running Android 8, the background services of an app are liable to be terminated
by the OS if the app is in the background. The OS may do this to free memory or other run-
time resources. This wasn’t the case in earlier versions of Android, in which background
services would always continue to run until the app was closed.

The BlackBerry Dynamics runtime for Android starts a number of background services. In
version 3.2 and some earlier versions, the runtime relies on background services continuing
to run. Apps built with these versions will crash when they resume foreground execution if
the background services were terminated by the OS during background execution.

The runtime in version 3.3 will still start background services, but it will not be involved in
their termination. Apps won'’t crash when they resume foreground execution.

Also note the following:

o Foreground services don’t seem to be treated differently in Android 8 than in earlier
versions. A foreground service must display a notification on the device when it is
running.

e Apps cannot opt out of this change, for example, by setting a lower target SDK API
level in the app’s manifest.

e Apps that don’t have a foreground service are more likely to be terminated by the OS
to free run-time resources.

BlackBerry Dynamics device identifier for Android

The current method for generating the BlackBerry Dynamics device identifier won’t always
work on Android 8 devices. A new method will be used going forward.

e« Thenew method is similar to the one used to generate BlackBerry Dynamics device
identifiers for iOS:
o Arandom identifier is generated and stored by the first BlackBerry Dynamics
app on the device.
o The stored identifier is shared with subsequent apps, when they are installed
and run for the first time.
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e The new method doesn’t include the International Mobile Equipment Identifier (IMEI)
number. This means that IMEI will no longer be required by BlackBerry Dynamics.

o Accesstothe IMEIis controlled by an Android system permission, which has
to be granted by the end user at run time. The permission is the same one that
controls the ability to make phone calls.

o Therequirement for the system permission will be phased out of BlackBerry
Dynamics. Apps that require the permission for their own use will have to
request it.

Android multi-display and multi-window support

Support for free form multi-display screens has been added in Android 8. There are no
multi-window products on the market at time of writing. It has been stated that apps that
support multi-window operation will work OK in multi-display mode.

Multi-window support allows the user to run several apps in the foreground at once, on a
larger display attached via a docking station like Samsung DeX Station. Keyboard and
mouse devices can also be attached to the docking station.

The following screen capture shows a BlackBerry Dynamics sample app running on an
emulated multi-window device.

&« App info

The behavior of BlackBerry Dynamics in multi-window mode has been investigated. Initial
results were that the BlackBerry Dynamics idle lock wasn’t always applied to an app running
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in multi-window mode. This seems to have been an Android preview defect, or due to the
new background service limitation, see above. The latest preview at time of writing applies
the idle lock correctly.

Approved - Approved Third Parties.
Content and software are subject to change.



== BlackBerry.

Android smart text selection

There is a demonstration of this feature in the Google |0 keynote, which is on YouTube here:
https://www.youtube.com/watch?v=Y2VF8tmLFHw

Advance to approximately 1hr 20min.

The current BlackBerry Dynamics interception for copy-paste also prevents Smart Text
Selection. There are some concerns about the data being stored at an early stage of the
interaction, even if final interception is prevented, but investigations found no evidence that
this happens:

e Dataisn’t sent off the device for analysis. The feature works without an Internet
connection.

e System databases and files don’t have copies of data that was in scope of Smart Text
Selection.

Future implementation

The code used by Android to recognize patterns for Smart Text Selection comes from the
TensorFlow project. The specific code, TensorFlow Lite, is due to be published as Open
Source. It could then be used by BlackBerry Dynamics to implement a secure enterprise
version of this feature.

Another possible feature development could be to secure the inter-app communication in
Smart Text Selection user interactions, for example by embedding them in AppKinetics
service requests.

Android autofill framework

There is a demonstration of this feature in the Google 10 keynote, at the same place and
time as the Smart Text Selection demonstration (see above).

The Autofill Framework can store user names and passwords, as shown, but also credit card
numbers, postal address fields, and other details.


https://www.youtube.com/watch?v=Y2VF8tmLFHw
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The BlackBerry Dynamics SDK for Android version 3.3 will block this feature because it
represents data leakage. Earlier versions won'’t block it, so enterprise data will be liable to
leak if this feature is used.

Future implementation

A future version of BlackBerry Dynamics might block and unblock the Autofill Framework at
run time, in accordance with enterprise DLP policy settings. At time of writing, it appears
that blocking at run time doesn’t work. If a control that isn’t blocked from Autofill is later set
to be blocked, it doesn’t get blocked. This is a known Android issue. It might to be a low
priority to fix. Typical user interfaces won’t change the Autofill accessibility of their controls.

Another future feature could be a secure version of this feature. This might work by
intercepting credentials prior to making them available to the Autofill Framework, and
decrypting them when the are retrieved.
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Android downloadable fonts

Downloadable Fonts is a mechanism for sharing font data between apps on the same
device. The feature is described on the Android developer preview site here:
https://developer.android.com/preview/features/downloadable-fonts.html

The Downloadable Fonts feature works as follows.
« Anapp can be afont provider.

Providers hold font data, which they can obtain by any mechanism, including as
build-time resources, or by run-time download. It seems that providers would
typically be written by Google or by device vendors.

« Anapp can also be a font consumer.

Consumer apps can request font data from provider apps, by using a new
programming interface, the font request.

The value of this feature is that consumer apps don’t have to include the font resources at
build-time or download them.

BlackBerry Dynamics impact

The impact on BlackBerry Dynamics apps is as follows.

A font request, sent from a consumer to a provider, is a form of inter-app communication. It
can’t be secured or authenticated by current BlackBerry Dynamics software, even if both
consumer and provider are BlackBerry Dynamics apps.

BlackBerry will recommend that app developers don’t use this feature in apps built with any
current version of the SDK. BlackBerry might seek to secure font requests in a future
version, if there is demand.


https://developer.android.com/preview/features/downloadable-fonts.html
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Data leakage in Android 8 and I0OS 11

Data leakage can take place at any point that data enters or leaves a BlackBerry Dynamics
app. For example:

Cut-copy-paste interactions by the end user.

Programmatic cut-copy-paste operations.

Drag and drop interactions.

Reading from, or writing to, the native file system on the device.

Native inter-app communication mechanisms, such as Intent broadcast on Android
or Open URL on iOS.

There are different types of leakage:

If the destination of the data leaving an app isn’t secure and authenticated,

then outbound data leakage could take place.

If the source of the data entering an app isn’t secure and authenticated,

then inbound data leakage could take place.

Even if both source and destination are secured and authenticated, data leakage
could still take place if the transfer mechanism can’t be made secure.

BlackBerry Dynamics data leakage prevention (DLP)

BlackBerry Dynamics has a number of capabilities for data leakage prevention (DLP). Not
every customer is concerned about every possible leak, so these capabilities are controlled
by enterprise policy settings.

In general, the BlackBerry Dynamics runtime seeks to prevent data leakage by doing one of
the following:

Intercepting and encrypting outbound data, and decrypting inbound data

The runtime can encrypt data before writing it to the clipboard, and then decrypt it
after reading it back. BlackBerry Dynamics apps that were activated by the same end
user in the same deployment have shared keys for this purpose.

Enabling the app to encrypt and decrypt outbound and inbound data
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Android drag and drop implementation by the app can utilize the BlackBerry
Dynamics runtime to encrypt and decrypt the payload data. This uses the same keys
as cut-copy-paste encryption, above.

Another example is the use of AppKinetics, for Shared Services.

e Blocking user interactions and native programming interfaces that could cause
leakage

Some operating system features cannot be intercepted. In these cases, blocking
usage of the feature within a BlackBerry Dynamics app is a fallback option.

There are operating system features to which none of the above can be applied (for example
Apple SiriKit). These cases are handled by advising our customers and Partners not to use
that operating system feature.

BlackBerry Dynamics apps can implement their own additional controls. For example,
BlackBerry Work can be allowed to communicate natively with particular apps. The feature
is controlled by an app policy.

New features that risk data leakage

There is a general trend towards adding more inter-app communication mechanisms, on
both Android and i0S, and making them easier to implement. Every inter-app
communication mechanism represents potential data leakage. There are a number of these
features in scope of the readiness release:

e Android 8 features:

o Smart Text Selection: “On-device machine learning” recognizes patternsin
text content, like addresses or phone numbers, and facilitates sending the
content between apps.

o Autofill Framework: Credentials, credit card numbers, and other details
entered in one app can be re-used in other apps.

e i0S 11 features:

o Inter-app drag and drop on iPad devices

o Password AutoFill: Credentials used to log in to a website, in Safari, can be
used to authenticate in an app, if the end user chooses.
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BlackBerry reserves the right to periodically change information that is contained in this
documentation; however, BlackBerry makes no commitment to provide any such changes,
updates, enhancements, or other additions to this documentation to you in a timely manner
or at all.

This documentation might contain references to third-party sources of information,
hardware or software, products or services including components and content such as
content protected by copyright and/or third-party websites (collectively the "Third Party
Products and Services"). BlackBerry does not control, and is not responsible for, any Third
Party Products and Services including, without limitation the content, accuracy, copyright
compliance, compatibility, performance, trustworthiness, legality, decency, links, or any
other aspect of Third Party Products and Services. The inclusion of a reference to Third
Party Products and Services in this documentation does not imply endorsement by
BlackBerry of the Third Party Products and Services or the third party in any way.

EXCEPT TO THE EXTENT SPECIFICALLY PROHIBITED BY APPLICABLE LAW IN YOUR
JURISDICTION, ALL CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS,
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OR WARRANTIES OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING WITHOUT
LIMITATION, ANY CONDITIONS, ENDORSEMENTS, GUARANTEES, REPRESENTATIONS
OR WARRANTIES OF DURABILITY, FITNESS FOR A PARTICULAR PURPOSE OR USE,
MERCHANTABILITY, MERCHANTABLE QUALITY, NON-INFRINGEMENT, SATISFACTORY
QUALITY, ORTITLE, OR ARISING FROM A STATUTE OR CUSTOM OR A COURSE OF
DEALING OR USAGE OF TRADE, OR RELATED TO THE DOCUMENTATION OR ITS USE, OR
PERFORMANCE OR NON-PERFORMANCE OF ANY SOFTWARE, HARDWARE, SERVICE, OR
ANY THIRD PARTY PRODUCTS AND SERVICES REFERENCED HEREIN, ARE HEREBY
EXCLUDED. YOU MAY ALSO HAVE OTHER RIGHTS THAT VARY BY STATE OR PROVINCE.
SOME JURISDICTIONS MAY NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED
WARRANTIES AND CONDITIONS. TO THE EXTENT PERMITTED BY LAW, ANY IMPLIED
WARRANTIES OR CONDITIONS RELATING TO THE DOCUMENTATION TO THE EXTENT
THEY CANNOT BE EXCLUDED AS SET OUT ABOVE, BUT CAN BE LIMITED, ARE HEREBY
LIMITED TO NINETY (90) DAYS FROM THE DATE YOU FIRST ACQUIRED THE
DOCUMENTATION OR THE ITEM THAT IS THE SUBJECT OF THE CLAIM.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION, IN
NO EVENT SHALL BLACKBERRY BE LIABLE FOR ANY TYPE OF DAMAGES RELATED TO
THIS DOCUMENTATION OR ITS USE, OR PERFORMANCE OR NON-PERFORMANCE OF
ANY SOFTWARE, HARDWARE, SERVICE, OR ANY THIRD PARTY PRODUCTS AND
SERVICES REFERENCED HEREIN INCLUDING WITHOUT LIMITATION ANY OF THE
FOLLOWING DAMAGES: DIRECT, CONSEQUENTIAL, EXEMPLARY, INCIDENTAL,
INDIRECT, SPECIAL, PUNITIVE, OR AGGRAVATED DAMAGES, DAMAGES FOR LOSS OF
PROFITS OR REVENUES, FAILURE TO REALIZE ANY EXPECTED SAVINGS, BUSINESS
INTERRUPTION, LOSS OF BUSINESS INFORMATION, LOSS OF BUSINESS OPPORTUNITY,
OR CORRUPTION OR LOSS OF DATA, FAILURES TO TRANSMIT OR RECEIVE ANY DATA,
PROBLEMS ASSOCIATED WITH ANY APPLICATIONS USED IN CONJUNCTION WITH
BLACKBERRY PRODUCTS OR SERVICES, DOWNTIME COSTS, LOSS OF THE USE OF
BLACKBERRY PRODUCTS OR SERVICES OR ANY PORTION THEREOF OR OF ANY AIRTIME
SERVICES, COST OF SUBSTITUTE GOODS, COSTS OF COVER, FACILITIES OR SERVICES,
COST OF CAPITAL, OR OTHER SIMILAR PECUNIARY LOSSES, WHETHER OR NOT SUCH
DAMAGES WERE FORESEEN OR UNFORESEEN, AND EVEN IF BLACKBERRY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION,
BLACKBERRY SHALL HAVE NO OTHER OBLIGATION, DUTY, OR LIABILITY WHATSOEVER
IN CONTRACT, TORT, OR OTHERWISE TO YOU INCLUDING ANY LIABILITY FOR
NEGLIGENCE OR STRICT LIABILITY.



2= BlackBerry.

THE LIMITATIONS, EXCLUSIONS, AND DISCLAIMERS HEREIN SHALL APPLY: (A)
IRRESPECTIVE OF THE NATURE OF THE CAUSE OF ACTION, DEMAND, OR ACTION BY
YOU INCLUDING BUT NOT LIMITED TO BREACH OF CONTRACT, NEGLIGENCE, TORT,
STRICT LIABILITY OR ANY OTHER LEGAL THEORY AND SHALL SURVIVE A
FUNDAMENTAL BREACH OR BREACHES OR THE FAILURE OF THE ESSENTIAL PURPOSE
OF THIS AGREEMENT OR OF ANY REMEDY CONTAINED HEREIN; AND (B) TO
BLACKBERRY AND ITS AFFILIATED COMPANIES, THEIR SUCCESSORS, ASSIGNS,
AGENTS, SUPPLIERS (INCLUDING AIRTIME SERVICE PROVIDERS), AUTHORIZED
BLACKBERRY DISTRIBUTORS (ALSO INCLUDING AIRTIME SERVICE PROVIDERS) AND
THEIR RESPECTIVE DIRECTORS, EMPLOYEES, AND INDEPENDENT CONTRACTORS.

IN ADDITION TO THE LIMITATIONS AND EXCLUSIONS SET OUT ABOVE, IN NO EVENT
SHALL ANY DIRECTOR, EMPLOYEE, AGENT, DISTRIBUTOR, SUPPLIER, INDEPENDENT
CONTRACTOR OF BLACKBERRY OR ANY AFFILIATES OF BLACKBERRY HAVE ANY
LIABILITY ARISING FROM OR RELATED TO THE DOCUMENTATION.

Prior to subscribing for, installing, or using any Third Party Products and Services, it is your
responsibility to ensure that your airtime service provider has agreed to support all of their
features. Some airtime service providers might not offer Internet browsing functionality with
a subscription to the BlackBerry® Internet Service. Check with your service provider for
availability, roaming arrangements, service plans and features. Installation or use of Third
Party Products and Services with BlackBerry's products and services may require one or
more patent, trademark, copyright, or other licenses in order to avoid infringement or
violation of third party rights. You are solely responsible for determining whether to use Third
Party Products and Services and if any third party licenses are required to do so. If required
you are responsible for acquiring them. You should not install or use Third Party Products
and Services until all necessary licenses have been acquired. Any Third Party Products and
Services that are provided with BlackBerry's products and services are provided as a
convenience to you and are provided "AS IS" with no express or implied conditions,
endorsements, guarantees, representations, or warranties of any kind by BlackBerry and
BlackBerry assumes no liability whatsoever, in relation thereto. Your use of Third Party
Products and Services shall be governed by and subject to you agreeing to the terms of
separate licenses and other agreements applicable thereto with third parties, except to the
extent expressly covered by a license or other agreement with BlackBerry.

The terms of use of any BlackBerry product or service are set out in a separate license or
other agreement with BlackBerry applicable thereto. NOTHING IN THIS DOCUMENTATION
ISINTENDED TO SUPERSEDE ANY EXPRESS WRITTEN AGREEMENTS OR WARRANTIES
PROVIDED BY BLACKBERRY FOR PORTIONS OF ANY BLACKBERRY PRODUCT OR
SERVICE OTHER THAN THIS DOCUMENTATION.
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BlackBerry Enterprise Software incorporates certain third-party software. The license and
copyright information associated with this software is available at
http://worldwide.blackberry.com/legal/thirdpartysoftware.jsp.
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